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ZR Online data protection notices: 

ZR-Online is operated by E/D/E GmbH and represents a technical platform by way of which suppliers 
and members (hereinafter referred to as “Users”) of E/D/E GmbH and Users who have a direct billing 
relationship with ETRIS Bank GmbH, as a subsidiary of E/D/E GmbH, can, inter alia, view lists (so-called 
“OP lists”) of settled and unsettled documents from a specific accounting period, recognise the 
document status and create payment advice note, as well as process documents for checking purposes 
(e.g. by marking them), download them and process complaints. 

The following personal data are transferred to ZR-Online when the service is used: 

• First name 

• Surname 

• Email 

The data are processed for the purpose of authenticating Users, managing user accounts, sending 
notification e-mails and processing User enquiries. 

Authentication occurs via a hashed session ID, which is forwarded from the extranet to ZR-Online. 
Such a session ID is deleted at the end of the session. 

Access to the personal data is granted to E/D/E and ETRIS BANK employees as well as employees of 
the service provider commissioned by E/D/E to operate the application by way of order processing. 
Furthermore, the data are transferred to E/D/E’s Microsoft Azure cloud instance, which is hosted in 
European data centres. 

All data in the application are encrypted both in transit and at rest. 

As a matter of principle, the processing of personal data for invoicing is based on executing a contract 
in accordance with Article 6(1), letter b), GDPR. Processing personal data in the form described above 
is based on E/D/E’s legitimate interest in the user-friendly, fast, cost-effective and efficient provision of 
documents for its members and suppliers in accordance with Article 6(1), letter f), GDPR. 

 


